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Abstract 

In addressing the pressing issue of cybersecurity risks, it is imperative to situate 

academics’ focus within the specific context of university libraries in Africa. 

The realm of information management and academic resources in this region is 

not exempt from the escalating challenges posed by cyberthreats. It has become 

evident that a gap exists in understanding and effectively mitigating these risks 

within the unique environment of African university libraries. This article 

reports on a study which indicated that academic libraries may face threats, such 

as line tapping, improper system processing, and the use of malicious software. 

These threats bear significant consequences, such as the potential loss of 

sensitive data, damage to reputation, and financial losses. The study therefore 

examined cybersecurity risks in African university libraries and the need to 

promote cyberethical practices. The study employed a qualitative research 

approach based on the explanatory research method. In so doing, the use of a 

systematic literature review was adopted to examine cybersecurity risks in 

African university libraries and the imperative to promote cyberethical 

practices. Using a purposive sampling technique, the researchers collected 

articles published between 2015 and 2023 on the databases of Emerald and 

ResearchGate for the review. The study findings illuminated the multifaceted 

nature of cybersecurity risks, encompassing issues such as malware attacks, 

phishing, ransomware, and identity theft. These risks, if unaddressed, can lead 

to severe consequences, including intellectual property theft, reputational 

damage, and financial losses. Therefore, the study recommends that African 
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university libraries should prioritise cybersecurity education for both staff and 

users; must develop and regularly update comprehensive cyberethics policies 

that address the unique challenges faced in the African context; and should 

explore avenues for improving their technological infrastructure. Investments in 

advanced security systems, regular software updates, and the adoption of 

emerging technologies will strengthen African university libraries’ resilience 

against cyberthreats. 

Keywords: cybersecurity; risks; libraries; university libraries; cyberethics; practices 

Introduction 

In addressing the pressing issue of cybersecurity risks, it is imperative to situate 

academics’ focus within the specific context of university libraries in Africa. The realm 

of information management and academic resources in this region is not exempt from 

the escalating challenges posed by cyberthreats. It has become evident that a gap exists 

in understanding and effectively mitigating these risks within the unique environment 

of African university libraries. The current study aimed to bridge this gap by elucidating 

the distinctive cybersecurity challenges faced by these institutions and articulating the 

pivotal role of cybersecurity as a sine qua non for ensuring the integrity, confidentiality 

and availability of invaluable academic resources. Cybersecurity in university libraries, 

particularly in Africa, is an increasingly critical issue. The expansion and adoption of 

technology in university libraries have heightened the risk of cybercrimes, necessitating 

a focus on cyberethical practices. Furthermore, research has indicated that academic 

libraries may face threats such as line tapping, improper system processing, and the use 

of malicious software (Chatterjee and Maity 2019). The need for modern cybersecurity 

frameworks and mechanisms for data defences and redundancy strategies, such as 

decentralisation of data and networks, is emphasised to mitigate the risk of vulnerability 

to attacks and reduce loss from cyber incidents. 

Cybersecurity, defined as the practice of safeguarding computers, servers, mobile 

devices, electronic systems, networks and data from unauthorised access, theft and 

damage, has become crucial (Fadehan and Okiki 2023). Correspondingly, cyberethics 

encompasses the ethical principles and guidelines governing online behaviour, 

addressing issues such as privacy, intellectual property, security and responsibility. 

Users of Nigerian university libraries are exposed to various cyberthreats, including 

phishing attacks, identity theft, cyberbullying, cyberstalking, and revenge pornography, 

among others, as highlighted by Dunmade (2022). These threats bear significant 

consequences such as the potential loss of sensitive data, damage to reputation, and 

financial losses. Considering these challenges, academic libraries in Nigeria must adopt 

proactive measures in implementing cyberethics strategies. Such strategies are essential 

for safeguarding against intellectual property theft, cybercrime and other ethical 

concerns associated with the use of technology. 
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In their study, Igbinovia and Ishola (2023) highlight the moderately low knowledge of 

cybersecurity among librarians and the exposure of university libraries to various 

cyberthreats. They emphasise that cybercrime, if not addressed, could compromise the 

sustainability of university libraries as information institutions, affecting their ability to 

deliver quality services. The study revealed challenges in deploying cybersecurity 

measures, including poor password management and the disposition of library 

management towards cybersecurity issues. In a specific case study of Nigerian 

universities, Dunmade and Tella (2023) underscore that the digitisation of scholarly 

heritage has raised concerns about the high risk of loss or attack of digital records due 

to viruses and cyber hacks. These findings underscore the importance of promoting 

cyberethical practices in African university libraries to safeguard their digital resources 

and ensure their sustainable operation as vital information institutions. The research 

suggests a need for continuous education and training in cybersecurity for library 

personnel and the implementation of robust cybersecurity measures tailored to the 

unique challenges faced by university libraries in Africa. 

Considering the above, it is evident that the internet has revolutionised the way 

individuals communicate, work, and acquire knowledge. This transformation has 

facilitated easier access to information, the sharing of ideas, and connections between 

people. While information and communication technologies (ICTs) have brought 

numerous advantages, they also present ethical challenges. As the world undergoes 

increasing digitisation, safeguarding intellectual property, and ensuring the ethical use 

of technology has emerged as a significant concern for academic libraries in Nigeria, as 

noted by Fadehan and Okiki (2023). The surge in internet usage has notably introduced 

new ethical dilemmas, particularly in cybersecurity. To understand the gravity of 

cybersecurity risks facing university libraries in Africa, it is essential to explore existing 

studies that have analysed such threats within the continent. Noteworthy research in this 

domain provides valuable insights that can be analogously applied to comprehend the 

implications for other sister African university libraries. One significant study 

conducted by Njoku et al. (2023) highlights the vulnerabilities in the digital 

infrastructure of Nigerian universities, revealing a series of cyberthreats that jeopardised 

the confidentiality and availability of critical academic resources. This study 

underscored the need for a robust cybersecurity framework tailored to the unique 

challenges prevalent in the African higher education landscape. 

Similarly, the work of Chisita and Chiparausha (2021) delved into the cyberthreats 

experienced at the Bindura University of Science Education, Zimbabwe. The findings 

illuminated the interconnected nature of cybersecurity risks, emphasising that the 

impact of a breach in one university library could reverberate across the broader 

academic community. This underscores the urgency for a collaborative approach in 

fortifying digital defences to protect the wealth of knowledge stored in these institutions. 

Drawing from these studies, it becomes evident that the cybersecurity landscape in 

African university libraries is marked by shared challenges and vulnerabilities. The 

implications of a cyberthreat are not confined to the affected institution alone but extend 
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to pose risks to the entire academic network. While exploring cybersecurity risks in the 

context of university libraries in Africa, these studies serve as critical reference points, 

guiding academics’ understanding of the broader implications and emphasising the 

urgent need for proactive and collaborative measures to address these threats 

comprehensively. Based on this background, the study examined cybersecurity risks in 

African university libraries and the need to promote cyberethical practices. 

Research Objectives  

In the current study, the following research objectives were considered, namely: 

1. Examine the cybersecurity risks in libraries. 

2. Determine the need for cyberethical practices in libraries. 

3. Find out the challenges African university libraries face in promoting cyberethics. 

4. Compare the strategies that could promote cyberethical practices in African 

university libraries. 

Literature Review 

In this study, the literature review was guided by the various research objectives, which 

are developed in different sections of the article. 

Cybersecurity Risks in Libraries 

The advent of the internet has revolutionised the way libraries operate, transforming 

them into dynamic digital hubs. Digital collections, online databases, and electronic 

services have become integral components of modern libraries. While these 

advancements enhance accessibility and convenience, they also expose libraries to a 

host of cybersecurity risks (Bouaamri, Otike and Hajdu 2022). However, with the 

increasing use of technology, there has also been a rise in cybercrime and unethical 

behaviour. Libraries encounter a range of cybersecurity threats, including malware 

attacks, phishing, ransomware, and social engineering. Malicious actors target library 

systems and networks to gain unauthorised access, compromise data integrity, or 

demand ransom payments. As libraries increasingly rely on interconnected 

technologies, the potential for cyberthreats has escalated (Pratama et al. 2022). From 

the real-world examples, it becomes evident that libraries are not immune to 

cyberthreats. The experiences of academic libraries in Nigeria, as highlighted by 

Fadehan and Okiki (2023), underscore the urgent need for comprehensive cybersecurity 

strategies. Instances of phishing attacks, identity theft, and other cyberthreats 

underscore the importance of proactive measures. Common cybersecurity risks in 

libraries encompass a wide range of threats that pose challenges to the confidentiality, 

integrity, and availability of information. Some of the common cybersecurity risks as 

noted by Igbinovia and Ishola (2023) include the following: 

https://www.emerald.com/insight/content/doi/10.1108/LHTN-04-2023-0068/full/html#ref030
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• Malware attacks can compromise the integrity of digital collections, corrupt 

databases, and disrupt library services. Infected systems may lead to the 

unauthorised access and theft of sensitive information. 

• Phishing poses a significant threat to library users and staff. If successful, it can lead 

to unauthorised access to library systems, compromising user data and potentially 

enabling further cyberattacks. 

• Ransomware attacks can paralyse library operations by encrypting crucial files, 

including digital collections and databases. Libraries may face financial losses and 

reputational damage if they opt to pay the ransom or lose access to critical 

information. 

• Social engineering attacks can target library staff or users, leading to unauthorised 

access or the inadvertent disclosure of sensitive information. Attackers may exploit 

trust to gain access to restricted areas or systems. 

• Unsecured networks can be exploited by attackers to intercept sensitive data 

transmitted over the network, leading to potential privacy breaches and 

unauthorised access to library systems. 

• Outdated software and systems may have unpatched security vulnerabilities that can 

be exploited for unauthorised access, data breaches, or service disruption. 

The Need for Cyberethical Practices in Libraries 

To counteract cybersecurity risks, libraries must embrace cyberethics – the ethical 

principles and guidelines governing online behaviour. This involves promoting 

responsible use of technology, respecting privacy, and safeguarding intellectual 

property. Cyberethics serves as a foundational framework for mitigating the ethical 

challenges posed by the digital landscape. Cyberethics can be characterised as the 

ethical principles guiding appropriate behaviour in the realm of cyberspace. The 

dynamics of online interactions involve a multitude of behaviour influenced by the 

accessibility of remote communication facilitated by advancements in ICT. In this 

digital environment, individuals engage with both familiar and unfamiliar counterparts, 

and the expression of their conduct can be classified as positive or negative, contingent 

upon various predetermined factors. 

Dunmade and Tella (2019) argue for the necessity of monitoring moral conduct in 

cyberspace, emphasising the importance of ethical behaviour during online interactions. 

Conversely, Dave et al. (2022) contend that technology lacks inherent mechanisms to 

enforce suitable behaviour, placing the responsibility on end users to ensure responsible 

usage. This dichotomy suggests that while there is a recognised need to regulate conduct 

in the digital realm, the enforcement of ethical behaviour relies heavily on the individual 

user. Furthermore, the rapid pace of technological development outstrips the ability of 

civil society to establish corresponding laws ensuring the protection of netizens, the 

users of cyberspace. This widening gap between technological advancements and 

regulatory frameworks underscores the challenges in maintaining a balance between 

innovation and the establishment of ethical guidelines. As technology evolves, it 
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becomes imperative for societies to adapt swiftly to address ethical considerations and 

safeguard users in the ever-expanding landscape of cyberspace. 

Numerous other authors, such as Aderibigbe, Ocholla and Britz (2021), Al-Hawamleh 

(2023), Essien and Ekaiko (2022), and Igbinovia and Ishola (2023) have identified a 

spectrum of cyberethical practices, ranging from hacking, fraud and internet libel to 

identity theft, child pornography, cyber-sex, cyber-squatting, domain-squatting, 

espionage, copyright infringement, financial theft, cyberstalking, cyberbullying, 

spamming, copyright violations, online harassment, software theft, digital plagiarism, 

internet addiction, and the online sales of human beings and body fluids, among other 

manifestations (Pruitt-Mentle 2008). Wiafe, Yaokumah and Kissi (2020) expanded this 

list to encompass cyber piracy, cyber plagiarism, computer crime and abuses, and cyber 

privacy infringement. Kavitha and Preetha (2019) highlight improper, wrongful, and 

illegal use of information derived online, various forms of impersonation and identity 

theft, and the propagation of malware and viruses, among other transgressions. 

Adetimirin (2017) underscores fair and responsible ICT use, intellectual property and 

copyright concerns, online courtesy, politeness, and etiquette, as well as issues related 

to software violations. 

Given this array of cyberethical challenges, libraries bear a responsibility to champion 

and enforce cyberethics. Libraries must secure their digital resources and services, 

ensuring the privacy of their users. Educating users on cyberethics and furnishing them 

with the necessary tools to engage in ethical online behaviour is equally crucial 

(Akakandelwa 2016). This educational endeavour can take the form of workshops, 

training sessions, and the provision of resources such as online guides and tutorials. In 

addition, libraries must lead by example, adopting best practices in their online 

activities. This involves securing their networks; protecting user data; maintaining 

transparency about their data collection; and using policies, thereby ensuring 

compliance with pertinent laws and regulations (Tanate-Lazo and Cabonero 2021). 

Acknowledging the potential risks associated with digital resources and services, as 

pointed out by Fortier and Burkell (2015), is another vital aspect of promoting 

cyberethics in libraries. Cyberattacks, data breaches and various forms of cybercrime 

pose significant threats, requiring libraries to implement security measures and regularly 

update their systems and software to mitigate these risks. Equitable access to digital 

resources and services is also crucial in the promotion of cyberethics. Loh, Sun and 

Leong (2022) advocate for libraries to ensure equal access for all users, regardless of 

their background or socioeconomic status. This includes providing access to digital 

resources in multiple languages and formats and ensuring that users with disabilities can 

readily access these resources. In essence, fostering a culture of cyberethics in libraries 

involves a multifaceted approach that encompasses education, exemplary practices, risk 

mitigation, and equitable accessibility to digital resources. 
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Challenges that African University Libraries Face in Promoting 

Cyberethics 

In the digital age, the importance of cyberethics in university libraries, particularly in 

Africa, cannot be overstated. As these institutions increasingly rely on digital resources 

and services, they confront unique challenges in promoting responsible online 

behaviour and safeguarding against cybersecurity threats. One of the major challenges 

that African university libraries often grapple with is limited financial and technological 

resources, hampering their ability to implement robust cybersecurity measures and 

educational initiatives. According to Fadehan and Okiki’s (2023) study, resource 

constraints pose a significant challenge for libraries in developing comprehensive 

cyberethics strategies. A pervasive challenge is the insufficient awareness among library 

staff and users about the importance of cyberethics. Dunmade (2022) highlights the need 

for increased awareness, as many individuals may not be cognisant of the ethical 

implications of their online behaviour, making them more susceptible to cyberthreats.  

Inadequate technological infrastructure further complicates the promotion of 

cyberethics in African university libraries. The absence of robust networks, outdated 

software, and limited access to advanced cybersecurity tools hinder the effective 

implementation of security measures, as noted by Essien and Ekaiko (2022). Not only 

these, but the pace of technological advancements also often outstrips the ability of 

African university libraries to adapt and keep up with the latest cybersecurity measures. 

This challenge, highlighted by Adetimirin (2017), underscores the constant need for 

libraries to update their systems and policies to address emerging cyberthreats 

effectively.  

African university libraries serve diverse populations with varied cultural and linguistic 

backgrounds. This diversity poses a challenge in crafting cyberethics initiatives that 

resonate with all users. Tanate-Lazo and Cabonero (2021) emphasise the importance of 

considering cultural nuances when developing educational materials for cyberethics. 

Also, the absence of comprehensive legal frameworks and regulations governing 

cybersecurity in some African countries contributes to the challenges faced by 

university libraries. The study by Wiafe, Yaokumah and Kissi (2020) suggests that the 

lack of clear legal guidelines may hinder libraries from effectively addressing 

cyberethics issues. Even when resources are available, ensuring effective user education 

and training programs remains a challenge. Akakandelwa (2016) emphasises the need 

for continuous workshops, training sessions, and the provision of accessible resources 

to educate users on cyberethics best practices. 

In summary, African university libraries face a multitude of challenges in promoting 

cyberethics, stemming from resource constraints, awareness gaps, infrastructure 

limitations, and the rapid evolution of technology. Recognising and addressing these 

challenges is imperative to cultivate a cyberethically conscious environment within 

these institutions. Future research and collaborative efforts are crucial in developing 
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tailored solutions that consider the unique contexts and needs of African university 

libraries, ensuring the responsible and secure use of digital resources in the academic 

domain. 

Strategies for Promoting Cyberethical Practices in African University 

Libraries 

In the digital age, African university libraries are navigating the challenges posed by the 

rapid expansion of technology and the evolving landscape of cyberspace. As these 

libraries digitise their collections and services, they are increasingly exposed to 

cybersecurity risks and ethical concerns. Promoting cyberethical practices is imperative 

to safeguarding intellectual property and user data, and ensuring responsible technology 

use. Beever, McDaniel and Stanlick (2019) have suggested different roles that academic 

libraries and librarians can play in creating awareness to reduce the menace of 

plagiarism and by extension undesirable cyberethical behaviour. These include 

expanding library resources to include books and publications on cyberethical 

behaviour and research ethics; using library education as a means of increasing 

awareness; and providing similarity-checking software (Boghian 2022; Gupta et al. 

2022). 

Libraries can play an important role in promoting cyberethics among users in Africa 

(Aderibigbe, Ocholla and Britz 2021). Libraries can offer educational programmes and 

training sessions on cyberethics, create online tutorials, and provide access to online 

resources on cybersecurity, including safe online behaviour, protecting personal 

information, avoiding scams and phishing attacks, and respecting intellectual property 

rights. The role of librarians in ensuring that library users engage in appropriate 

cyberethical behaviour can be carried out through adequate user education (Adetimirin 

2019). In the case of users who physically enter a library building, this can be done by 

various library promotion activities and placing of well-positioned banners and fliers in 

strategic and eye-catching locations in the library, as well as using adequate user 

education and library orientation programmes and it could also be done similarly for 

those who choose to access online resources, by leveraging ICT and various social 

media platforms. Nannim et al. (2023) list YouTube, Facebook, WhatsApp, LinkedIn, 

ResearchGate and Academia as commonly used social media platforms that users use 

regularly. This education can help users make informed decisions about their online 

behaviour and understand the potential risks and consequences of unethical behaviour. 

Further, libraries can develop policies and guidelines for appropriate online behaviour 

and enforce these policies through filtering software and monitoring tools (Harisanty et 

al. 2022; Ribble and Park 2022). These policies may include guidelines on the 

appropriate use of library computers and networks; rules for accessing and sharing 

digital resources; and penalties for violating library policies. Furthermore, libraries can 

provide users with resources and tools to help them stay safe online. For example, 

libraries may offer access to antivirus software, password managers and other security 

https://www.emerald.com/insight/content/doi/10.1108/LHTN-04-2023-0068/full/html#ref010
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https://www.emerald.com/insight/content/doi/10.1108/LHTN-04-2023-0068/full/html#ref027
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tools. Librarians can demonstrate good cyberethical practices by using secure 

passwords; encrypting sensitive data; and protecting their devices from malware and 

viruses (Al-Hawamleh 2023). They may also provide access to digital resources that 

promote cyberethics, such as e-books on online safety and privacy. Librarians can also 

provide support and guidance to library users who have experienced cyberthreats or who 

have violated the library’s policies (Baluk et al. 2022). 

Methodology 

The study utilised a qualitative research approach, employing the explanatory research 

method to investigate cybersecurity risks in African university libraries and the 

imperative to promote cyberethical practices. Supporting this, Tuffour (2017) mentions 

that qualitative research is a process of naturalistic inquiry that seeks an in-depth 
understanding of social phenomena within their natural setting. A systematic 

literature review was conducted during the research process, focusing on articles 

published between 2015 and 2023. The researchers accessed relevant data from the 

databases of Emerald and ResearchGate over an eight-year interval, chosen 

purposefully for the study. The search strategy involved the use of key terms such as 

“cybersecurity risks in African university libraries” and “need to promote cyberethical 

practices”. This methodological approach spanned one week to gather pertinent articles 

for their study. 

Following the compilation of articles from the databases, the researchers thoroughly 

examined and assimilated the content related to cybersecurity risks in African university 

libraries and the promotion of cyberethical practices into their study. The entire research 

project was completed within a two-month timeframe, demonstrating a commitment to 

rigorous investigation. Ethical standards were meticulously observed throughout the 

research process, with proper referencing of authors cited in their study and ensuring 

consistency in the presentation of the study findings. 

Conclusion 

The examination of cybersecurity risks in African university libraries underscores the 

critical need for these institutions to prioritise and actively promote cyberethical 

practices. The study findings have illuminated the multifaceted nature of cybersecurity 

risks, encompassing issues such as malware attacks, phishing, ransomware and identity 

theft. These risks, if unaddressed, can lead to severe consequences, including 

intellectual property theft, reputational damage, and financial losses. Importantly, the 

findings emphasised that the increased use of the internet and digital resources has 

heightened the urgency for African university libraries to actively promote cyberethical 

practices. The identified challenges, including limited resources, awareness gaps, and 

infrastructure constraints, highlight the complexity of the task facing these libraries. 

Nevertheless, the research underscores that a proactive approach is essential. Libraries 

must engage in educational initiatives, policy development, and the implementation of 

technological solutions to mitigate risks effectively. Collaboration with government 

https://www.emerald.com/insight/content/doi/10.1108/LHTN-04-2023-0068/full/html#ref005
https://www.emerald.com/insight/content/doi/10.1108/LHTN-04-2023-0068/full/html#ref038
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agencies, international organisations, and industry stakeholders is crucial to staying 

informed and developing robust cybersecurity strategies. 

The imperative for promoting cyberethical practices extends beyond safeguarding 

digital assets; it is about fostering a culture of responsibility, privacy and ethical conduct 

in the digital realm. Thus, the article advocates for libraries to lead by example, adopting 

best practices in their online activities and ensuring transparent communication about 

data collection and usage policies. As African university libraries navigate the 

challenges of the digital era, it is evident that the promotion of cyberethical practices is 

not merely a recommendation but a foundational necessity. By embracing these 

practices, libraries can fortify their digital infrastructure, protect sensitive information, 

and contribute to the development of a secure and ethical academic environment in the 

digital age. The article stresses the urgency for African university libraries to proactively 

address cybersecurity risks and cultivate a cyberethically conscious environment within 

their institutions. 

Recommendations 

Based on the conclusion of the study, the following recommendations Have been 

made: 

1. African university libraries should prioritise cybersecurity education for both staff 

and users. Conducting regular workshops, training sessions, and awareness 

campaigns will enhance understanding and foster a culture of responsible online 

behaviour. 

2. Libraries must develop and regularly update comprehensive cyberethics policies 

that address the unique challenges faced in the African context. These policies 

should cover data privacy, responsible technology use, and guidelines for mitigating 

specific cybersecurity risks. 

3. Libraries should explore avenues for improving their technological infrastructure. 

Investments in advanced security systems, regular software updates, and the 

adoption of emerging technologies will strengthen their resilience against 

cyberthreats. 

4. Libraries should actively seek partnerships to share knowledge, access resources, 

and stay informed about evolving cybersecurity trends and best practices. 

Implications of the Study 

The study findings have emphasised that addressing cybersecurity risks requires a 

holistic approach. Libraries need to consider a combination of educational, 

technological and policy-based measures to mitigate the multifaceted nature of 

cyberthreats. The identified challenges, including limited resources, underscore the 

need for strategic resource allocation. Libraries should prioritise cybersecurity 

investments based on risk assessments, focusing on areas with the highest vulnerability 

and potential impact. The complexity of challenges, including awareness gaps, suggests 
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the importance of tailoring educational initiatives to be culturally sensitive. Libraries 

should consider local contexts and languages in designing awareness campaigns and 

training programs. The findings further emphasised the role of libraries as leaders in 

promoting cyberethical practices. Libraries should position themselves as advocates for 

responsible online behaviour, setting an example for other academic institutions and 

contributing to a broader culture of digital responsibility. Thus, the study has 

underscored that promoting cyberethics is not a one-time effort but a foundational 

necessity. African university libraries need to commit to a long-term, sustained effort to 

embed cyberethics into the fabric of their institutions, thereby ensuring that they adapt 

to the evolving digital landscape. 
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