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Abstract

The article explored cyber threats to libraries and what they imply for the
actualisation of the United Nations’ sustainability agenda. To achieve this, the
article examined how information acts as the connector between libraries and
the sustainable development goals (SDGs). It examined the possible causes of
cyber threats to libraries and the implications for SDGs. It investigated measures
required to address cyber threats in libraries for the realisation of SDGs. A
qualitative narrative review approach was adopted to collect and analyse
literature from two major databases (EBSCOhost and ProQuest), complemented
by Google Scholar. The findings revealed that libraries provide access to
information which is a significant factor in actualising significant targets within
the development framework. The findings also revealed possible causes of
cyber threats to libraries. Cyber literacy, advocacy, the development/adoption
of a cybersecurity policy, and adherence to cybersecurity measures were
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identified as ways of addressing cyber threats in libraries that threaten the
actualisation of SDGs. The article reinforced the need for concerted efforts
towards curtailing the menace of cyber-attacks in libraries for sustained
information access and the realisation of the SDGs.

Keywords: access to information; cyber-attack; cybersecurity; cyber threats; libraries;
sustainable development goals (SDGs)

Introduction

The United Nations’ sustainable development goals (SDGs) are a universal call to action
and a development framework that stimulate progress across nations within a timeframe
(2015-2030). This timeframe adds urgency to the actualisation of the SDGs, demanding
that all stakeholders play their part in transforming our world. It also has implications
for keeping track of progress using critical success indicators at national and subnational
levels.

The International Federation of Library Association and Institutions (IFLA) established
herself (on behalf of the global library community) as a major stakeholder in the global
development agenda. As a strategic move, prior to the adoption of the SDGs, the Lyon
declaration was launched by IFLA on 18 August 2014 as an advocacy tool for the
recognition of access to information in the development framework. In session 105 of
the IFLA 2015 conference, there was a discussion on how libraries can contribute to
sustainable development. Consequently, IFLA advocated that sustainable development
can be powered by equitable access to information, which libraries provide.

To ensure equitable access to information, libraries must acquire and maintain digital
collections that are accessible and available to meet the dynamic needs of their users.
With digital resources, libraries are able to effectively bridge the digital divide and
enhance equal participation in global development. However, the sustainability of these
digital resources and information systems are endangered by cyber threats that could
make them unavailable and inaccessible to those who need them. Oguedoihu and
Adinchezor (2022) highlighted the dangers of these threats to the sustainability of
information service provision. Aregbesola and Nwaolise (2023) reported that these
threats could hinder the availability of digital resources if not prevented. Thus, cyber
threats may compromise libraries’ ability to contribute significantly to the actualisation
of the SDGs by hindering access to information.

Although there seems to be an increase in cyber threats to libraries occasioned by the
fluidity in digital information ecosystems, not much investigation has been carried out
to examine how these threats compromises libraries’ ability to contribute to the SDGs,
as a development stakeholder. Some studies that have examined cybersecurity issues in
libraries, while others have examined libraries’ contribution to the SDGs. There is,
however, a gap in the literature on how cybersecurity issues like cyber threats can hinder
the potential of libraries to contribute to the SDGs. This review therefore synthesises
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available literature that connects libraries, cyber threats and the actualisation of the
SDGs. This will provide a conceptual understanding of the impact of cyber threats on
libraries in relation to the actualisation of the SDGs.

Research Objectives

The article theoretically examines cyber threats in libraries and their implication for the
actualisation of the SDGs. Specifically, the study examined literature on the following:
(1) Information as the connector between libraries and the SDGs

(2) Possible causes of cyber threats to libraries

(3) Implications of cyber-attacks on libraries in relation to the realisation of the SDGs
(4) Addressing cyber threats in libraries in relation to the realisation of the SDGs

Methodology

The study adopted a qualitative narrative review approach to collect and synthesise
existing literature on the concept under investigation. This approach was used to
examine cyber threats in libraries and what they imply for the actualisation of the global
development agenda. The method was necessary to explore existing knowledge around
the theme of this study, providing understanding to the theme based on synthesised
literature without losing the voice of the authors. This approach aligns with that used in
previous studies (e.g., Echedom and Okuonghae 2021). To achieve the objectives of the
study, literature around the theme was retrieved using the search string: Cybersecurity
OR cyber-attack OR cyber threat AND librar* AND SDGs. To retrieve literature that
would be relevant to the review, two databases were used as information source for the
study, namely EBSCOhost (academic complete) and ProQuest, complemented by
Google Scholar. These databases were selected because of their multidisciplinary
nature, given the nature of this study. To access grey literature that is relevant to the
study, the authors also consulted organisational and professional websites.

In terms of inclusion criteria, the study considered literature published in English
between 2015 and 2025. The source type for inclusion in the study was scholarly
journals with the exception of grey literature from organisational and professional
websites. Additionally, the search result was filtered by relevance rather than recency.
The authors selected relevant literature within a two-week period and conducted the
review and reporting of the literature between November 2024 and January 2025,
adhering to the highest ethical standards.

Results

The review of the selected literature presented interesting findings that serve as
conceptual evidence on how cyber threats to libraries can hinder libraries’ contribution
to the actualisation of the SDGs. By synthesising insights from 32 studies, the findings
of the article are provided in accordance with the research objectives. These objectives
reflect the themes within which discussions were made. Table 1 provides a thematic
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summary of findings from the reviewed literature in accordance with the objectives of
the article.

Table 1: Thematic summary of findings

Themes (Research Some Key Citations Pertinent Findings
Objectives)

Information as the IFLA (2015); Igbinovia The access to information provided by

connector between (2016, 2017); Alex- libraries is an enabler of the actualisation of

libraries and SDGs Nmecha, Horsfall, and  the SDGs. Information services across
Igbinovia (2017); various domains address critical goals and
Idiegbeyan-Ose et al. targets within the development framework.
(2018); Igbinovia and  Information services provision positions
Odelami (2019). libraries as a critical actor or stakeholder in

achieving the SDGs. Therefore, libraries’
level of contribution to the agenda is a
function of the access to information
resources and information services they
provide.

Possible causes of Ajie (2019); Luft (2020); The possible causes of cyber threats to

cyber threats to Li and Liu (2021); libraries which could potentially lead to
libraries Sanders and Scanlon cyber-attacks are the high monetisation of
(2021); Holt et al. information resources and radical ideologies

(2021); Igbinovia and  (hacktivism) that are either politically,
Aiyebelehin (2023); religiously, or culturally motivated. Also, the
Kont (2023); Oyedokun lack (or poor implementation) of a

(2024); Al-Hosani cybersecurity policy, poor cyber literacy,
(2024); Soni and Soni  and unethical cyber practices may result in
(2025); Hakami (2025). cyber threats to libraries.

Implications of cyber- Igbinovia (2017); Li and Cyber-attacks on libraries’ information
attacks in libraries for Liu (2021); Shandler and systems create a disruption in information
the realisation of the = Gomez (2022); Stokes  service delivery. This causes temporary or
SDGs (2022); Aregbesola and permanent loss of access to information.
Nwaolise (2023); The  Lack of access to medical or health
British Library (2024);  information, business information, and

Akor et al. (2024); agricultural information may have critical
Mohamed and Abuobied implications for people, and in a broader
(2024). sense affects sustainable development.

Cyber-attacks on information systems will
disrupt libraries’ provision of Internet access
which facilitates social and economic
development. Such attacks could also
potentially damage the reputation of the
library which affects users’ return-intention,
invariably hindering the personal growth and
development accrued from library usage.
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Addressing cyber Wojcicki (2019);
threats in libraries for Igbinovia and Ishola
the realisation of the  (2023); Lillian (2024);
SDGs Bellini and Tammaro

Cyber-attacks also hinder libraries’
propensity to provide research services, and
research activities are linked to the
actualisation of sustainable development.

The studies provided some measures that
can address cyber threats in order to
optimise libraries’ contribution to the
realisation of the SDGs, including

(2024). developing the cyber literacy of library
personnel and users, which equips them with
the ability to safely navigate the cyber space.
Also, sustained and targeted advocacy that
reforms people’s perception and attitude
towards the library could prevent cyber-
attacks. Developing or adopting a
cybersecurity policy will significantly
address cyber threats in libraries. Moreover,
cyber threats against libraries can be
addressed by adhering to cybersecurity
measures/practices.

Discussion of Findings

The literature selected for the article were reviewed and presented in this section in line
with the specific objectives guiding the article. In critically analysing the literature,
authorial voice was introduced to bring a unique perspective to the study in a way that
contributes to knowledge, particularly in the field of librarianship. The authors provided
objective interpretations to the findings in the literature as presented subsequently.

Libraries and SDGs: Information as the Connector

Libraries have a historic role of providing access to information for societal
transformation. They provide access to information resources and services that meet the
varied needs of users. The accessibility (which libraries provide) and utilisation of
information serve as critical factors for achieving sustainable development (Igbinovia
2016). This is why information is pronounced across the goals and indicators within the
framework. For instance, SDGs 2c, 3.7, 5.6.2, 9.c, 12.8, and 16.10 show some of the
targets that specifically focus on access to information as enablers of realising the SDGs.
This implies that adequate information access is germane to the realisation of the SDGs.

The library is one of the principal actors in the actualisation of the SDGs. It also stands
out as a strategic partner since the actualisation of the goals is dependent largely on the
availability and use of information. Earlier on, the United Nations Development Group
noted that genuine participation and access to information are the foundations of
empowerment and development (IFLA 2015). IFLA further noted that in Moldova, for
example, libraries are contributing to Open Government Partnership (OGP) action

5
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plans, a platform between government, civil society, and business to drive commitments
to open government and accountability. Librarians attend civil society meetings to help
develop the country’s national action plan through quality information, and to include
the role of libraries as a supporter of access to information.

Libraries have become long-standing development partners that provide cost effective
alternatives to accessing quality information. As noted in the IFLA report (2015), many
countries have designated libraries as UN depositories, making them an important venue
for information about the UN and the SDGs. In fact, “libraries support many aspects of
The UN 2030 Agenda’s vision and the SDGs. Libraries are key public institutions that
have a vital role to play in development at every level of society” (IFLA 2015, 3). By
reason of their primary goal, libraries have the mandate to provide access to basic
information on education, health, agriculture, and social and civic issues, as well as
provide capacity building that will be required for sustainable development. Through
extension services, libraries take agricultural and health-related information to rural
dwellers (Idiegbeyan-Ose et al. 2018). They provide SMEs with business information
for economic revamp (Igbinovia and Odelami 2019). Through the provision of the
political information required to enhance political participation and democratic
governance (Alex-Nmecha, Horsfall, and Igbinovia 2017), libraries are building strong
institutions and inclusive societies in line with the sustainable development framework.

Access to information provided by libraries is, therefore, a significant factor in
actualising significant targets within the development framework. Therefore, it is safe
to say that librarians as information professionals are well positioned to foster the
attainment of the SDGs through quality information service delivery. The information
services that libraries provide in response to achieving sustainable development cut
across various sectors of society. As such, libraries provide information required to
make informed health decisions, increase agricultural production, enhances functional
and financial literacies among business owners, improve political participation for good
governance, and provide information on legal issues that support justice and human
rights. These capabilities strengthen libraries’ capacity as information hubs that support
the actualisation of the SDGs. In providing information services to individuals, groups,
and communities, libraries manage the data of their users and personnel, as well as house
a myriad of electronic information resources in the form of databases and offline
records. These require safeguarding against cyber threats for the continuous functioning
of the library system for effective information service delivery.

Possible Causes of Cyber Threat to Libraries

The rapid expansion of new technologies into every sector has contributed to the
proliferation of alternative models of education, learning, and skill signalling in global
labour markets (Goger, Parco, and Vegas 2022). This reality has forced libraries of all
types to deliberately incorporate digital technologies into their service system. This
transformation of conventional libraries into digital and virtual libraries has exposed
their information system to threats that could undermine their objectives (centred on
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information service delivery). These threats, which can also be called cybersecurity
threats, cut across cyber cracking, data breaches, spyware, denial of service (DoS)
attacks, malware, phishing, and pharming (social engineering).

These threats negate the core principles of librarianship as enshrined in the IFLA code
of ethics which are access to information, privacy, confidentiality, integrity, and
responsibility towards individuals and society. Some possible causes of cyber threats,
reflected in cyber intrusions and subsequent attacks, on library’s information system
include the following:

High Monetisation of Information Resources

Although there are justifications for the commodification of information, it becomes
problematic when the cost is far beyond people’s ability to afford it. The condition of
paying a specified amount of money as a condition to access scholarly literature online
1s considered to be commodification of information resources, and it is a barrier to
information access (Igbinovia and Malgwi 2025). As such, one of the problems with the
monetisation of information resources is limited access to knowledge and information
especially by those in the disadvantaged socio-economic group (Igbinovia and
Aiyebelehin 2023). Barriers to access to information due to information resources
monetisation creates a divide along economic lines, which implies that those below a
certain economic level are deprived of access to the information required for personal
progress and social and economic development. This supports the assertion of Sanders
and Scanlon (2021) that people below a certain economic threshold are more likely to
lack access to information and information infrastructure. Information resources that are
monetised often include fee-based or subscription-based information resources like
journals, books, and electronic information resources (Olaseigbe et al. 2024). People
who are unable to pay the necessary fees are often deprived of such information.

Information deprivation makes people seek alternate and (sometimes) illegal means of
information access. As such, information seekers explore unauthorised shadow libraries
like Sci-Hub, Library Genesis (LibGen), and Z-Library, which provide “black open
access,” that is, illegal or unsanctioned free access to paywalled or copyrighted
information resources without appropriate permission (Soni and Soni 2025). The
authors noted that this “black open access” poses a threat to the information ecosystem.
Also, when information seekers are unable to pay the required fee to access monetised
information, they may resort to illegal access through activities like hacking, which is a
cyber-attack against libraries (Igbinovia and Ishola 2023). This is usually obtainable
when people are looking for ways to circumvent paying for information access (Shah
2022). By implication, when the cost required to access information resources is beyond
the ability of information seekers to pay, they explore illegal means like hacking and
exploring “black open access” options which could pose cyber threats to libraries and
information systems.
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Radical Ideology

Radical ideologies may spur attacks on information systems and institutions like
libraries. Radical ideologies or extremism provide the impetus for a variety of nefarious
online activities like cyber-attacks (Al Hosani 2024). Therefore, ideologically driven
hacktivism or cyber-terrorism, which can be politically, religiously, or culturally
motivated, impede access to information. Hacktivists or cyber-terrorists attack
information systems based on their ideologies, destroying these systems with
unauthorised access, malicious code, and other cyber-attacks (Laitala 2012). There is a
gradual increase in extremist-related (or ideology-based) cyber-attacks (Holt et al.
2021). Politically motivated actors (hacktivism) have attacked popular web pages or
email hosts to announce political message which lead to restrictive access to information
via those web pages (Li and Liu 2021). Although ideologically motivated violence is
relatively rare, it is a proven cause of cyber threats targeting educational institutions,
including libraries and information centers.

Lack of (or Poor Implementation of) Cybersecurity Policies

A cybersecurity policy provides the technical mechanisms with which to combat threats
to information systems or infrastructure in libraries (Ajie 2019). This implies that
developing and implementing a cybersecurity policy is a strategy to safeguard library
information systems. Conversely, the lack of such a policy is a probable cause of cyber
threats to libraries. Unfortunately, there is evidence that most libraries lack a
cybersecurity policy to deal with the evolving cyber threats they face (Luft 2020). This
lack of a cybersecurity policy connotes a lack of standards and regulatory framework or
blueprint for addressing cybersecurity issues. Where cybersecurity policies do not exist,
libraries will lack clear mechanisms and structures for safeguarding personal data,
information resources, and systems. The absence or poor implementation of
cybersecurity policies means that libraries are unprepared to tackle cyber threats, thus
deepening the vulnerability of their information systems.

Cybersecurity policies provide the guidelines, procedures, and responsibilities for
cybersecurity practices in libraries (Ibraheem et al. 2025). Such policies are critical in
ensuring that users’ privacy is protected and that libraries align with relevant data
protection regulations (Saha 2024). Such policies also dictate the appropriate cyber
behaviour of various actors in ensuring safety in the cyber space, and create security
awareness among relevant stakeholders. This type of awareness moulds stakeholders’
perception of and behaviour towards cybersecurity threats, policy compliance, and
training (Igbinovia and Oladokun 2024). Where such policies do not exist, actors or
stakeholders may be uninformed or unaware of cybersecurity measures relevant to
safeguard the information systems in libraries, and they may display cyber behaviour
that can compromise the cybersecurity of libraries. Consequently, there has been
advocacy for library management to develop a cybersecurity policy to guide the cyber
ethics of library personnel and users (Igbinovia and Ishola 2023). Therefore, the lack of
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or poor implementation of a cybersecurity policy exposes libraries to cyber threats and
attacks.

Poor Cyber Literacy

Cyber literacy is the ability or competency required to safely and ethically navigate the
cyber space. Kont (2023) referred to it as the ability to use computer technologies, with
proper knowledge of the consequences of the action. Although this definition did not
specify the context in which these technologies are used, which is the cyber or online
environment, it implies that lack of such ability portends adverse consequences like
cyber threats. Poor cyber literacy thus implies an inability to ethically use digital
technologies (hardware and software) in the cyber space, detect cyber threats and
address them. This inability among library personnel exposes the library’s information
system to cyber-attacks and makes them vulnerable to cyber harm. This suggests that
poor cyber literacy among library personnel may expose libraries and their information
systems to cyber-attacks. Unfortunately, there seems to be poor cyber literacy among
librarians (Hakami 2025) who should be educating users on various literacies, including
cyber literacy. Poor cyber literacy hinders library personnel’s ability to navigate through
the cyber space, observing cybersecurity measures and aligning with best practices in
ensuring the safety of the library’s information systems.

Unethical Cyber Practices

Cybersecurity threats can be caused by failure to adhere to cyber ethics which reflects
the rightness and wrongness in cyber practices. Cyber ethics are critical measures and
practices that help keep data, networks, and information safe from cyber threats
(Igbinovia and Ishola 2023). Library personnel and users are often not conscious of
using information systems in a way that is morally acceptable. In some cases, library
personnel may deliberately or inadvertently engage in unethical cyber practices
(Hakami 2025) which could cause cyber threats to libraries. Some of these unethical
cyber practices or behaviour include sharing users’ credentials with unauthorised
persons, unauthorised data copying, poor password management, shoulder surfing
(Igbinovia and Ishola 2023), intentionally bypassing security measures or protocols
(Aregbesola and Nwaolise 2023), data misappropriation, and malware injection
(Oyedokun 2024). Oyedokun further stressed that these unethical practices undermine
libraries’ ability to contribute to the realisation of the SDGs. These unethical cyber
practices expose information systems to cyber threats that can potentially harm the
systems, restricting access to information. This reinforces the need for ethical cyber
practices among library professionals as a way of safeguarding information systems for
continuous information access.
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Implications of Cyber-Attacks on Libraries for the Realisation of the
SDGs

A critical effect of cyber-attacks on libraries is the temporary or permanent disruption
of libraries’ information systems, which derails the library from providing access to
information. This contradicts SDG 16.10 which mandates public access to information.
According to Li and Liu (2021), a cyber-attack is an intentional attempt to disrupt the
services of an information system that impedes access to information. One such type of
attack is DoS, which deprives system users of access to information contained in an
information system. Attacks on information systems also create disruptions in
information service delivery (Akor et al. 2024; Mohamed and Abuobied 2024), making
it difficult for people to have timely access to market information (SDG 2c), health
information (SDG 3.7), information for sustainable consumption and production (SDG
12.8), scientific information (SDG 14.5), and information for peaceful and inclusive
living (SDG 16.10). For instance, the cyber-attack on the University of Vermont
Medical Center disrupted their service delivery and resulted in loss of access to medical
information required for health sustainability (Stokes 2022).

Cyber-attacks on libraries’ information system may hinder people’s access to
technological infrastructure and Internet facilities in the libraries which impedes SDG
9¢ on access to information and communications technology and to the Internet.
Libraries are a major provider of access to digital technologies and Internet access in
countries of the Global South (Igbinovia and Aiyebelehin 2023) and Global North
(Kinney 2010). However, with cyber-attacks, libraries would lack the ability to provide
Internet access, invariably affecting their contribution to the actualisation of the global
development agenda.

Moreover, cyber-attacks which lead to theft of users’ personal data causes distrust with
adverse effect on people’s intention to return to the library, invariably hindering their
personal growth and development which is the broad objective of the development
agenda. Shandler and Gomez (2022) affirmed the notion that a cyber-attack on an
institution diminishes public trust in the institution. Aregbesola and Nwaolise (2023)
referred to this as reputational damage capable of tarnishing the library’s image, making
it less attractive to current and prospective users. This mistrust and lack of confidence
in libraries affects users’ willingness to use them, thus depriving them of the growth and
development that comes with access to and utilisation of information and knowledge.

Cyber-attacks on libraries destroy scholarly materials that drive research and
innovation, making them inaccessible for consumption and subsequent developmental
actions. Libraries manage research data which are used for developmental projections;
this research data can be destroyed by cyber-attacks. The cyber-attack on the British
Library provides a case study of how research services can become inaccessible to
library users due to malicious cyber-attacks (The British Library 2024). Igbinovia
(2017) revealed how research serves as a means to realising the SDGs, and what this

10
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implies for libraries and library professionals. Consequently, the disruption of research
services and access to scholarly materials caused by cyber-attacks would have an
adverse effect on the actualisation of sustainable development. Precisely put, cyber-
attacks distort the delivery of research services in libraries which are enablers of the
realisation of the SDGs.

Addressing Cyber Threats in Libraries for the Realisation of the SDGs

Libraries, being a central hub for information, play a crucial role in the actualisation of
the SDGs (Alex-Nmecha and Igbinovia 2020; Igbinovia 2016, 2017; Igbinovia et al.
2018; Igbinovia and Aiyebelehin 2023). Consequently, strengthening cybersecurity in
libraries by addressing cyber threats capable of compromising the sustainability of
information resources and information systems becomes critical to the realisation of the
SDGs. Some of the measures by which cyber threats in libraries can be addressed are
discussed below.

Cyber Literacy

Library personnel and users need to be equipped with the ability to safely navigate the
cyber space, observe cybersecurity measures, and address cyber threats when they
occur. Thus, there is a need to include cybersecurity in library school curriculums to
prepare professionals ahead of practice in a complex digital environment (Igbinovia and
Ishola 2023). Also, educational institutions can include cybersecurity courses into their
curriculums. Bellini and Tammaro (2024) noted that such training brings about
familiarity with cybersecurity practices. IFLA issues a statement on digital literacy in
which recommendations were made on the role of key stakeholders in building digital
literacy as well as expectations from the library community (IFLA 2017). This statement
can be applied in building capacity for cyber literacy among library professionals.

Advocacy

Sustained and targeted campaigns and enlightenment can be used to build relationships
with people and reform their perception and attitude towards libraries and other
information centres (Ezeala and Hundu 2019), in order to mitigate possible cyber-
attacks based on extreme political, cultural, and religious ideologies. Advocacy can also
be applied in getting funders to subsidise the cost of accessing scholarly materials
especially in the Global South which is characterised by poor economic conditions. The
goal is to uphold the underlying principles of open knowledge, which makes
information freely accessible to everyone, consequently discouraging illegal access to
information systems.

Development/Adoption of Cybersecurity Policies in Libraries

Cybersecurity policies in libraries are required to safeguard personal data, information
resources and management. Such policies ensure the confidentiality, integrity, and
availability of information and information systems. While cyber threats significantly

11
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threaten data integrity and confidentiality (Oyedokun 2024), cybersecurity policies can
be used to combat cyber threats, and become a line of defence against cybercriminals
(Wojcicki 2019). Such policies are often dynamic to allow vital alterations or periodic
updates based on the changes in cybersecurity projections and risk assessment of the
library. The IFLA Statement on Cybersecurity that was approved by the governing
board in 2022 should guide libraries in developing a cybersecurity policy.

Cybersecurity Measures

Library personnel and users are required to adhere to cyber ethics, be conscious of
cybersecurity issues, and keenly observe cybersecurity measures to protect their data
and the overall information systems. Lillian (2024) underscored the relevance of data
protection through ethical cybersecurity practices. Some of the practices or measures
that can help strengthen cybersecurity in libraries are:

e Use of biometric technologies for identity authentication: The adoption of
fingerprint, facial recognition, voice analysis, hand geometry, and vein or vascular
pattern recognition (VPR) would further strengthen information security measures
in libraries.

e Encryption: Libraries could use end-to-end encryption (E2EE) to ensure that only a
designated communication party can access sensitive information, preventing
intrusion from third parties.

e Regular audits and assessments of information systems: The periodic review and
evaluation of the information system to detect its vulnerability and strengthen the
system against attack can help to prevent cyber-attacks. This helps to monitor users’
complaints with cybersecurity measures and assess the strengths and weaknesses of
available security software.

e Restrictions on designated computers: Computers in the libraries that perform the
function of a server or are used for administrative purposes should be restricted.
Such restrictions should be enforced through various authentication methods. Also,
usage of designated computers should be guided by a cybersecurity policy that
determines the software that can be installed on it, networks and external systems
that should be connected to it, and constantly monitored to identify breaches and
leaks.

e Firewall protection to prevent outside attack: By restricting access, firewalls help to

protect the information systems against cyber-attacks by conducting security checks
and inspecting incoming and outgoing network traffic.

12
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Implications for Policy, Practices, and Collaborations

Although the authors have provided insights on addressing cyber threats in libraries for
the actualisation of the SDGs, there is a need to make some extrapolations on its
implication for policy, practice, and possible collaborations. First, IFLA has
undoubtedly played an enviable role in driving the global agenda for sustainable
development. However, there is a need for the Association to “up the game” by moving
beyond declarations to providing frameworks that can be adopted or adapted by libraries
based on institutional peculiarities. IFLA can provide a global cybersecurity framework
for libraries that will act as a conceptual foundation for taking action on digital and
cybersecurity policies. IFLA can also provide cybersecurity toolkits for library
personnel, library users, and, by extension, the general public.

Several studies (e.g., Aregbesola and Nwaolise 2023; Oyedokun 2024) have emphasised
the necessity of cybersecurity policies and frameworks in addressing cyber threats.
However, there is a need to develop and implement these cybersecurity policies and
frameworks at national and subnational levels, taking into cognisance the peculiarity of
institutions at these levels. This makes it easy for institutional adoption and
implementation. This can be achieved through targeted advocacy at national and
subnational levels. Stepping down policies and frameworks to national and subnational
levels could give a general consciousness of cybersecurity, enabling adherence to
cybersecurity measures. Moreover, vendors of information systems, library software,
and databases should tighten the security of their products to address their vulnerability
against possible attack. As such, cybersecurity requirements must be identified and
included throughout the lifecycle of information systems.

There is a need to foster collaborations with stakeholders from the information
technology (IT) sector in order to develop a cybersecurity workforce in libraries. Such
collaboration and synergy is expected to strengthen information systems in libraries.
This collaboration was buttressed by Bellini and Tammaro (2024) when they asserted
that effective and reliable collaborations are essential in strengthening cybersecurity
resilience for digital libraries. Also, Aregbesola and Nwaolise (2023) emphasised that
such partnerships help libraries in the development and implementation of robust
cybersecurity frameworks that are designed to meet the library’s specific need(s).
Libraries are therefore expected to engage in relevant collaborations to strengthen their
workforce preparedness for cyber threats.

Conclusion

By providing access to information, libraries play a critical role in the actualisation of
the SDGs, cutting across various targets and indicators of the framework. Access to
information is the connector between libraries and the SDGs, implying that the extent
to which libraries provide access to information across various sectors will determine
their contribution to the actualisation of the development agenda. To provide better
access to information, libraries are now embracing the digital model of service delivery
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which involves the use of more robust information systems or infrastructure, inherently
exposing the libraries to cyber threats. Libraries can also be exposed to cyber threats
when people explore illegal access to fee-based information resources. Also, ideologies
that are politically, religiously, or culturally motivated could trigger cyber-attacks on
information systems and institutions. Lack of a cybersecurity policy, poor cyber
literacy, and unethical cyber practices among actors are other possible causes of cyber
threats to libraries.

When cyber threats are not addressed, they result in cyber-attacks on libraries which
compromises the integrity of their information systems and negate their contribution to
the achievement of the SDGs by hindering access to information and information
systems. There is therefore a need for concerted efforts towards curtailing the menace
of cyber-attacks in libraries through stringent cybersecurity measures. These include
developing cyber literacy among library personnel, engaging in advocacy to inform
people on the value of libraries, developing and implementing cybersecurity policies in
libraries, and adherence to cybersecurity practices. These measures are expected to
safeguard the libraries’ information systems and protect data and information resources
for sustained access to information in support of sustainable development.
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